
 

 

 
Business Continuity Program Overview 
 
The business continuity program in place at Commonwealth Financial Network® has three major 
components:  
 

 Incident management 
 Business continuity 
 Disaster recovery 

 
Commonwealth values our employees and community and is committed to providing continuous 
customer service. We recognize that there are risks that could disrupt our business processes, and 
we have developed a business continuity management program to ensure that we are prepared for 
such risks. This program is supported by our Executive Management team and is built upon strong 
governance and active engagement with the business. 
 
Our program includes geographically dispersed processing centers, prioritization of operations 
functions, active management of alternate site capabilities, and workload swap capabilities. As the 
severity of disruptions can vary in scope, our program is designed to endure changes in its operating 
environment and continue business processing capabilities. Our plans are designed based on the 
following scenarios: 
 

 Access to the primary location is possible, but a limited number of systems are inoperable. 
 Access is not possible, but all systems are fully operational. 
 Access is not possible, and all systems are inoperable. 
 Access is possible and all systems are fully operational, but staffing is limited due to severe 

weather, transportation issues, or a contagion. 
 A key service provider is unavailable.  

 
In addition, Commonwealth maintains a due diligence and vendor management program, which 
requires potential and active service providers to undergo a preliminary and annual review process 
to assess their business continuity program.  
 
Incident Management 
Commonwealth’s incident management framework outlines the basic process and team structure for 
handling incidents, from the initial report to the assessment, and all activities during and after.  
 
The framework provides a preestablished process through which information is collected, decisions 
are made, and resources are deployed in a coordinated and effective manner to resolve a situation 
adversely affecting the people, reputation, or assets of Commonwealth. In the event of an incident 
that has local or regional impact, the Incident Management team would be activated to ensure that 
appropriate measures are acted upon to mitigate potential business disruptions. 
 
The framework encompasses all types of incidents that may be triggered by threats to 
Commonwealth’s information security, information technology, facilities, physical security, human 
resources, privacy, or business continuity. This enables a clearly defined and flexible process that 



efficiently assembles resources for us to assess the situation, make decisions, and communicate 
appropriately.  
 
Commonwealth has contracted with an external service provider for interactive voice and text 
communications that can be delivered by email, text, or phone call. Company-wide and department-
level communications may be delivered by this service during and after business hours. Human 
resources delivers contact information to our notification system each day. This information is 
validated periodically through reports and notification exercises.”  
 
Business Continuity 
Commonwealth’s plan identifies business functions and the resources required to support those 
functions. The plan is designed to reduce risk by ensuring the continuation or restoration of critical 
processing within specified time frames. The plan also provides guidelines for ensuring that 
necessary personnel and resources are available for both preparation and disaster response.  
 
Plans are reviewed, updated, and tested each calendar year to validate their effectiveness and 
recoverability in the event of an interruption. They are based on the data gathered through the 
business impact analysis process and undergo annual sign-off. The information covered in the plans 
includes immediate actions, triggers, critical contact information, recovery strategies, required 
resources (e.g., applications, vendors), recovery priorities, and emergency guidelines. Plans are 
validated to ensure that recovery strategies are viable and practical. In some instances, this may 
involve the temporary relocation of business processing to another Commonwealth location.  
 
Commonwealth is headquartered in Waltham, Massachusetts, and has additional offices in San 
Diego, California. There are four physical locations within two geographically diverse processing 
locations.  
 
Plans are maintained electronically on the corporate business continuity management (BCM) tool, 
and printed copies are stored off-site. The BCM tool is maintained through a third-party provider. 
The BCM data is available via secure browser and mobile devices. 
 
Commonwealth and our clearing firms—Fidelity Clearing & Custody Solutions® (FCCS), which 
provides clearing, custody, and other brokerage services to Commonwealth through National 
Financial Services LLC (NFS)*, and Pershing—back up our important records in separate locations. 
They maintain plans that include alternative physical locations; alternative means to communicate 
with customers; backup telecommunications, systems, and data; and employee safety programs. 
 
Disaster Recovery 
In 2019, Commonwealth spun off its proprietary broker/dealer operating system and advisor tools 
into a stand-alone company, Advisor360°®, which integrates portfolio management, trading, contact 
and document maintenance, and wealth management into a single, intuitive platform. As part of this 
strategy, Commonwealth now receives infrastructure and application service support from 
Advisor360° and has partnered with this external service provider for data center colocation 
services.  
 



The primary data center is located approximately 20 miles from the main headquarters in 
Massachusetts, and the secondary data center is in Oklahoma. Data is replicated from the primary 
storage area network to the secondary storage area network via asynchronous replication. 
Additional data is electronically vaulted for archival purposes in our third data center, which is 
located in New York. The colocated facilities provide recovery of mission-critical applications and 
operate off separate power grids. Our data is managed through multiple feeds and providers across 
Commonwealth’s telecommunications and infrastructure as well.  
 
Commonwealth’s applications are mapped to our business processes and are prioritized and 
categorized appropriately. All applications that are considered critical are tested at least annually.  
 
Business records are imaged, and physical files are stored at our third-party storage facility. 
Additionally, all deposited checks are scanned to alleviate any bank-related business interruptions. 
Our plans include alternative arrangements for critical supply chain interruptions. Commonwealth 
staff, as well as our advisors and their clients, will be able to access the alternative data provider 
directly in the event of an interruption between NFS and our internal systems. 
 
 
Commonwealth conducts plan walkthroughs and simulation exercises with business units and 
management. Results are documented and disseminated to incident management team members to 
look for opportunities for refinement.  
 
* Fidelity Clearing & Custody Solutions® (FCCS) is an independent company, unaffiliated with Commonwealth. FCCS is a 
service provider to Commonwealth and provides clearing, custody, and other brokerage services to Commonwealth through 
National Financial Services LLC (NFS), member NYSE, SIPC. 

 
 


